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FEDERAL JUDCGE ACCEPTS GU LTY PLEA O FORMER AQL EMPLOYEE
10O SCHEME TO STEAL AQL QUSTOMER LI ST SOLD TO SPAMVERS

DAVID N. KELLEY, the United States Attorney for the
Sout hern District of New York, announced that today in Manhattan
federal court, United States District Judge ALVIN K. HELLERSTEI N
accepted the guilty plea of JASON SMATHERS, a software engi neer
formerly enployed at America On Line (“AOL"), to conspiracy and
theft charges arising from SMATHERS s schene to steal AOL's
entire subscriber list, and to use the list to send nassive
amounts of unsolicited commercial e-mails - also known as “SPAM
- tomllions of AOL’s custoners. Judge HELLERSTEI N accept ed
SMATHERS s quilty plea to federal felony charges pending in both
New York and Virginia. According to M. KELLEY, this case is one
of the first in the nation prosecuted under the recently-enacted
CAN- SPAM | aw.

As charged in the crimnal Conplaint filed previously
in the case, in May 2003, SMATHERS, using his skills as a
conput er engi neer and his inside know edge of AOL's conputer
system m sappropriated a list of 92 mllion ACL custoner account

“screen nanes.” The Conplaint further alleges that in May 2003,



a co-conspirator purchased the list from SMATHERS and then used
the list to pronote his own internet ganbling operation. The co-
conspirator also allegedly sold the list to other SPAMrers for
$52, 000.

According to the Conplaint, ACL, one of the world' s
| eading internet service providers with a custoner base of
approximately 30 mllion subscribers, maintained its custoner
list in a database referred to as the “Data Warehouse,” stationed
in a secure conputerized location in Dulles, Virginia. As
described in the Conplaint, access to that database was |imted
by AOL to a small nunber of AOL enpl oyees. According to the
Conpl ai nt, SMATHERS worked in AOL’s Dulles offices, but was not
aut hori zed to access or copy the custoner information in the Data
War ehouse in April and May 2003, when he stole the |ist.
However, as alleged, in April and May 2003, SMATHERS, using the
conput eri zed enpl oyee identification code of another ACL
enpl oyee, inproperly gained access to the Data Warehouse
dat abase, and began assenbling a conplete list of AOL’s custoner
account screen nanes and related zip codes, credit card types
(but no credit card nunbers), and tel ephone nunbers of ACL
custoners. The Conplaint notes that there is no evidence that
anyone gai ned access to or stole custonmers’ credit card account
nunmbers which AOL stores in a separate, highly secure data

| ocation apart fromthe Data Warehouse.



As alleged in the Conplaint, a search of SMATHERS s
wor k conput er conducted in May 2004 revealed that in
approxi mately April 2003, SMATHERS and anot her i ndi vi dual
di scussed various techni ques by which to SPAM AOL custoners, as
well as the large profits that could be made from SPAMM ng.

As charged in the Conplaint, and in crim nal
| nformati ons subsequently filed in New York and Virginia, other
co-conspirators of SMATHERS used the list to send mllions of
unsolicited comercial electronic mail transm ssions (SPAM to
AQL’ s custoners | ocated everywhere (including New York) in 2004,
for purposes of marketing herbal penile enlargement pills. The
al | eged SPAMm ng occurred after the new CAN- SPAM | aw went into
ef fect on January 1, 2004.

SMATHERS pl ed guilty today to one count of conspiracy
to traffic in stolen property and to violate the anti-SPAM | aw,
and one count of trafficking in stolen property. The latter
charge for trafficking in stolen property was originally filed by
the United States Attorney for the Eastern District of Virginia,
which is the federal District where AOL’s offices are | ocated and
the place fromwhich SMATHERS stole the |ist. At his guilty
pl ea today, SMATHERS admitted he stole the list of ACL custoner
e-mai |l accounts and sold it to SPAMrers after conspiring to do
so, thus admtting the crinmes charged in both federal courts.

SMATHERS, 24, resides in West Virginia.



M . KELLEY praised the outstanding efforts of the
United States Secret Service; New York Electronic Crinmes Task
Force; Washington, D.C. Electronic Crinmes Task Force; and Las
Vegas Electronic Crinmes Task Force on this investigation. M.
KELLEY al so thanked the United States Attorney for the Eastern
District of Virginia, PAUL J. McNULTY, for his cooperative
efforts in connection with this investigation and prosecution.

On the charge of conspiracy, SMATHERS faces a maxi mum
sentence of 5 years in prison and a fine of $250,000 or tw ce the
gross gain or gross loss fromthe offense. On the charge of
trafficking in stolen property, SMATHERS faces a maxi mum sent ence
of 10 years in prison and a fine of $250,000 or twi ce the gross
gain or gross |loss fromthe offense.

Assi stant United States Attorney DAVID SIEGAL is in
charge of the prosecution.
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